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Morpheus

< ECMWF

Provisioning

Search Q Supportv | | Roberto Cuccu «
Library Infrastructure

Backups Monitoring
=1 Reports g Analytics (#) Guidance

‘ Dashboard

Administration
&F Costing 15 Approvals F Activity
£ INSTANCE STATUS

£ INSTANCES BY CLOUD

Morpheus is a cloud management platform
= DAILY CLOUD INSTANCES . -
able to control multiple cloud infrastructure.
s A - :

clouds 8
4
0
97 9/18 9/19 9/20 9/21 9/22 923
A GROUP WORKLOADS < CLOUD WORKLOADS &5 CLUSTER WORKLOADS
B european-weather-cloud

Each project with access to the European
Weather Cloud is called a Tenant.
: ecmﬁ:cci{-mi‘-rimhsl;zandbo NO DATA

Each partner in the EWC makes available
= LOG HISTORY := LOG TRENDS
2000 Errors Warnings

their infrastructure to the users which is
Received disconnect from port Bye Bye preauth
pod_waorkers.go Error syncing pod skipping err failed to StartContainer for openstack-...
10923 scope.go RemoveContainer containerlD
8T T
: | "

seen as a Cloud in Morpheus.

Disconnected from authenticating user root port preauth
10922 scope.go RemoveContainer containerlD
07:17 AM 09:42 AM 12:08 PM 02:34 PM
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Virtual Machines provisioning

Provisioning-> Instances -> +ADD

c ECMWF Search Q Support~ | O Demo User

Operations Library Infrastructure Backups Monitoring Administration

000
. Instances 900 . Instances

ooo

85 Apps

1
Running 1
0% 4% 10%
Stopped 0
. - -
INSTANCE COUNT INSTANCE STATUS MAX CPU STORAGE MEMORY
INSTANCES
Search n‘ All Groups ~ || AllClouds ~ H All Statuses v ACTIONS n
NAME v SUMMARY LOCATION STATS
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Virtual Machines provisioning

Instance Type selection

~

’ CREATE INSTANCE

GROUP CONFIGURE AUTOMATION REVIEW
S ECMWF
A4
— = (=] 000 5\ 2
‘ Search OE & 8OO # Y [ TEcHNOLOGY -
Operations Library Infrastructure Backups
ROCKY
a Rocky Linux is an open-source enterprise operating system designed to be
. Instances §§§ . Instances compatible with Red Hat Enterprise Linux. It is under intensive development -
by the community. https:/frockylinux.org
288 Apps
e UBUNTU
1 a Ubuntu is an open source software operating system that runs from the ‘
Running 1 desktop, to the cloud, to all your internet connected things.
https:fubuntu.com/
0%
Stopped 0
.
INSTANCE COUNT INSTANCE STATUS MAX CP
INSTANCES
Search n‘ All Groups ~ || AllClouds ~ H All Statuses ACTIONS
NAME v SUMMARY LOCATION STATS
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Virtual Machines provisioning

CREATE INSTANCE
AUTOMATION REVIEW
Configuration Options
Instance configuration options:
VERSION | 88 -
LAYOUT | rocky-8.8-generic Ny i Layout
PLAN | 2cpu-4gbmem-30gbdisk ~ ° Plan
Cores: 2 Memory: 4 GB
» Volumes
RESOURCE POOL |ccw1—ewctoud—ms—nmhs—sandbox ~
» Networks (public and/or private)
VOLUMES |30 S GB Volume ~ || Auto - Datastore ~ +
« Security Group
data-1 I 100 o GB Auto - Datastore ~ 1]
» Floating IP
NETWORKS |private—ccwl-ewctaud-ms-nmhs-san- ~ |DHCP +
AVAILABILITY ZONE | nova ~
SECURITY GROUP | ssh-https —
SERVER GROUP (AFFINITY) | Select ~
FLOATING IP | external-internet ~
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Virtual Machines provisioning

 aa
= E MWF Search Q Supportv | O Demo User «
Operations Library Infrastructure Backups Monitoring Administration
AUTOMATION REVIEW
. Instances §§E Apps
“onfiguration Options
VERSION | 88 1 :
Running 1
‘ 0% 4% 9%
LAYOUT | rocky-8.8-generic Stopped 0
L - -
PLAN | 2cpu-4gbmem-30gbdisk INSTANCE COUNT INSTANCE STATUS MAX CPU STORAGE MEMORY
RESOURCE POOL |{m1—owcmucl—msrr‘.n\hsrsandimx
INSTANCES
VOLUMES | 30 v GB Volume Search n‘ All Groups ~ | AllClouds ~s || All Statuses ~ ACTIONS ~ n
data-1 ] 100
RLAMAL (el INALAI\EN INalal wulalN] CT AT C
NETWORKS “prwvate—:ml—ewdou(!rms—nmhsrsan v | DH(
my-new-vm IP addr: 136.156.132.135 Group: european-weather-cloud - '
Test Version: 8.8 Clouds: ecmwf-ccil-ms-nmhs-sandbox o @ 0 ? !
AVAILABILITY ZONE | nova . .
£ Virtual Machines: 1 STATUS HEALTH ~ MAXCPU  MEMORY  STORAGE
SECURITY GROUP | ssh-https
SERVER GROUP (AFFINITY) | Select
FLOATING IP | external-internet
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Library -> Automation -> Tasks and Workflows

Tasks Workflows

Operations Provisioning Infrastructure Backups

Operations Provisioning Infrastructure Backups

. . [u][m] . o, .
. Automation Blueprints EE ( . Automation  plates 3’} Integrations . Automation Blueprints ﬁ‘ﬁ ( . Automation  plates % Integrations

_ ; Blueprints
Blueprints Workflows >  DemoSetup ] g’

Tasks Workflows Scale Thresholds %% Options %% Options

H I[2]l Templates | DemOSEtUp [<~]li Templates
Labels

| lSearch All Types ~ DemoSetup
,‘?EC Integrations Z%; Integrations
v INFO
TYPE NAME
Name: DemoSetup Type: provision
[ geAsH
h EDIT TASK
l’.BASH NAME ” configure.mars
Summary Executions
CODE | mars._cont
oANSIBLE
s » CONFIGURATION
°ANSIBLE s e list of Labels that can be used to grouplorganize items.
TYPE  Shell Script » PRICE
eANSIBLE

RESULT TYPE | Mone » PRE PROVISION

B suoo » PROVISION

SOURCE |[tocat

v POST PROVISION

CONTENT #!/bin/bash
# Retrieve username from Morpheus variables
ssh_user=<k=server. sshUsernamete 1 geasi  setup_demo
sudo -u ${ssh_user} mars —token <k=cypher.read('secret/mars_token')%> —

email <k=cypher.read('secret/mars_email®)%> &>/dev/null . .
2 geasi  configure_mars
exit @

» START SERVICE
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Library -> Integrations

_c ECMWF Search Q Support~ | Q Demo User -

Operations Provisioning Infrastructure Backups Monitoring Administration
Automation E’[ Blueprints %% Options ||\| Templates ?}’.’ Integrations
intogrations > ansibletasks Automation Integrations can be added to

enable the use of configuration management
@ ansibletasks tools, e.g. Ansible

GANSIBLE

ANSIBLETASKS ACTIONS ~

ansible RUN .t
Plays Roles Inventory History g
o ANSIBLE
disk_volume_mountyml dump_morpheus_vars.yml ecmwf-stack.yml escape2.yml
freeipa-client-enrollyml freeipa-server-apply-defaultsyml install-freeipa-serveryml jupyterlabyml
k8s-cert-fix.yml k8s-octavia.yml mount-nfsyml nfs-serveryml
nvidia-driveryml nwp-da-training.yml nwp-ho-training.yml nwp-ml-training.yml
nwp-nm-training.yml nwp-pa-training.yml nwp-pr-training.yml passwordless-sudoyml
rdtraining.yml s3clientsyml traininglab_copy_fileyml x2goyml
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Library -> Blueprints

£ ECMWF & 2 s | () e

Automation @ Blueprints 3 Automation Dptions 5] Templates ntegrations

B Bueprints

Instance Types Layouts Node Types Virtuallmages  Catalog ltems Cluster Layouts

oo

fin  Ostions
BY o =

I Templates

APPLIED FILTERS | Technology: openstack @ % Integrations

TYPE NAME v TECHNOLOGY LABELS FEATURED ~ SYSTEM =~

o Cent0S Openstack v B
iﬁ DASK Dask Scheduler Openstack AN K- 14
b7 DASK Dask Worker Openstack LA -2
@ F5 Openstack R -2
QFreeIPA FreelPA Server Openstack A -2
<y Rocky Openstack v K o
o Ubuntu Openstack v -
G) WireGuard VPN Server Openstack -2

Blueprints feature together with automation tools allow the
setup of reproducible application environment for their
flexible on-demand deployment.
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CREATE INSTANCE

GROUP CONFIGURE AUTOMATION REVIEW

w

A DASK WORKER
- Dask is an open source library for parallel computing written in Python. Each
[ﬁ DASK Dask worker provices mainly two functions, compute tasks as directed by the

scheduler and store and ser

QFFEE'PA FREEIPA SERVER

ROCKY | Frecioa sarve |

dl. Rocky Linux is an open-source enterprise operating system de
compatible Jat Enterprise Linux, It s under
by the community. https:frockylinux.org

omputed results to other workers or clients.

signed to be
development

UBUNTU

d} Ubuntu is an open source software operating system that runs from the
desktop, to the cloud, to all your internet connected things.
hittps:fubuntu com/

WIREGUARD VPN SERVER
G) WireGuard is an extremely simple yet fast and madern VPN that utilizes
O

state-of-the-art crypto; . It aims to be faster, simpler, leaner, and more
useful than [Psec, wi viding the massive headache.

TECHNOLOG

NEW BLUEPRINT

STRUCTURE CONAIGURATION
= Demo-App-Blugprint + Blueprint Summary
App + % NAME
+ x DESCRIPTION = My System Apg
o " CATEGORY | wen
i sandian
Database + x LABELS
Y + x
IMAGE
Enveonment Dev, Group
X
et + x
DARK MAGE

Instance Types
and Layouts

App Blueprints
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Cypher — Secrets management

Tools -> Cypher
-c ECMWF Search Q Support~ | C/I Demo User =

Operations Provisioning Library Infrastructure Backups Monitoring Administration ADD KEY
B cvoher 7y Archives B cyvoher
—‘!!\ Archives KEY mount/key
secret/ldap_ip 08/04/2022 11:55 PM 09/23/20%c sacamsne ACTIONS =
Keys can have different behaviors depending on the specified mountpoint.

secretfmars_email 03/29/2023 05:26 PM 03/29/2023 05:36 PM ACTIONS « Available Mountpoints:

» password - Generates a secure password of specified character length in the key pattern (or
secret/mars_token 03/29/2023 05:25 PM 03/29/2023 05:25 PM ACTIONS = 15) with symbols, numbers, upper case, and lower case letters (i.e. password/15/mypass

generates a 15 character password)

secret/sdaccesskey 05/15/2020 06:50 PM 05/15/2023 05:55 PM ACTIONS = e tfvars - This is a module to store a tfvars file for terraform

¢ secret - This is the standard secret module that stores a key/value in encrypted form
secretis3secretkey 05/15/2020 06:50 PM 05/15/2023 05:56 PM ACTIONS ~ * sys - This is the standard secret module that stores a key/value in encrypted form.

¢ uuid - Returns a new UUID by key name when requested and stores the generated UUID by
key name for a given lease timeout period

* key - Generates a Base 64 encoded AES Key of specified bit length in the key pattern (i.e
key/128/mykey generates a 128-bit key)
+ vault - This allows secret data to be fetched from a HashiCorp Vault integration. This can be

configured in the vault/config key setup

Morpheus Cypher is a built-in functionality to store sensitive
information, e.g. to store secrets like passwords or API keys. VALUE 1

The feature is integrated with the Automation tools and it is
possible to access stored secrets programmatically e.g. via shell
scripts or Ansible tasks.

Stored secrets can be revoked either manually or automatically
after a timeout.
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Automation - Morpheus CLI and APIs

CLI

~$ morpheus instances list

~3
~% morpheus instances stats my-new-vm

MORPHEUS

latest

instances list

Usage: morpheus nstances List
"

Gatting Started

install

Upgrading

Guides. —per enoval
—pending-resoval-only

Heiph Rescurces Lan NAME

Giobal Options

Commaon Options

Command Format

Command List

backup-services

hup

backups
benchmark
blusprts

bu

catalog
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REST APIs

Website  Documentation  Exchange  Support  Developer

&)  Community

ve22 Home (1) Guides <> APIReference
Group Name or 10
Hosts
Username or 1D
Show only Instances with the agent installed
inces with No agent
provisioning, running, starting, stopping

Ider Create an Instance

Incident
an Instance
Instances

bels, can satch any of the values pecific Instance Ty
Filter by labels, must satch all of the values

Filter by tags (netadata neme value pairs).
Display values for memory and storage usage used / max values.
Display all details: plan, stats, etc

Max Results (use -1 for all results)

instance
ning Key for name, 3

CHmicens
ANCE OBJECT oGENE

zoneld
Sort Order. DIRECTION may be included as “ORDER [asc|desc
Descending Sort Direction.

rse order of results. This iavert

The Cion iwon the instance

1s done by the client, not necessarily the
PARAMS format is 'foosbarkicategory=wed’

artay of oby

Nrap CSV values with *. Default: false
Exclude header for CSV Outp:
Filter Qutput to a Linited set of fields. Default is all fields for json,csv,yaml,
Show all fields present in the data.
Wrap table columns instead hiding thes vhen terminal is not wide enough
Filter Output 3) of specific .
use with —select and —csv
“\n', use with —select and —csv

A0D 0BJECT

copies

Numbar of ¢

Deliniter for output rows
Mo Output, do not print to stdout
Dry Run, print the API request instead of executing it.

nd instesd of exscuting it.

2ation header. For use with —curl and —dry-

layoutsize

emoval of an Instance

Shutdown of an stance.

hoc requests instead of using @ configured remote.
Access token for authentication with —resote. Saved credentisls are used by default.

i.e. bad SSL certificate.

t/error after the command is finished.

anfigaration. It should be pazse = contaning the
Print extra output for debugging.

SECMWE @ EUMETSAT
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Knowledge Base

i:: € ECMWF spaces v Calendars | Create | ==

Pkt Westbat Gt = Pages b & © #Edt  (ySaveforlater © Walching <& Share KB Co nte nt
Knowledge Base
European Weather Cloud Knowledge Base
B Pages & XSimarro od by Xaviat Aballn on Mar 05, 202
99 Blog ag =
S cumir E— » Terms and Conditions
SPACE SHORTCUTS
Q Search this documentation for Login to the Su, rt Portal
& ECMWF Portal ttothe Stpao <
& EUMETSAT Portal o L 1
at support@europeanweather.cloud e I n g a Ccess

& Morpheus Documentation
@ Raise an issue
0 How-to articles Recent news Browse by topic a
S . > Getting started
PAGE TREE Update of EUMETSAT EWC access backup
+ Terms and Conditions for the Use of E1 Morpheus on Wed 13 Sep cha-drecion | hewes

admin blueprint
15-17 CEST N » Data access

s & ” apps ceph
* Getting access Reopa.fey - P authentication change —
> Getting started We are updating our EUMETSAT EWC :VI"S[Z' ZZ:::ZZ“"F ——
S Morpheus on Wednesday 13 September 15-17 . H
CEST, uring the updte window,the - . — vance (0] p ICS
> Advanced topics Morpheus user interface and APIs will not be —
> Migration of the European Weather Cic available. The update does notaffect existing data howto
workloads. data_access how-to
> European Weather Cloud Administratic definitions identity A
, » How-to articles

email legal

€ Space tools « o= Aumateast Ingin
» Troubleshooting articles
-
|}
https://confluence.ecmwf.int/x/6383Cqg Di . latf
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https://confluence.ecmwf.int/x/6J83Cg

Support Portal

& ECMWF
European Weather Cloud

<

EUMETSAT ECMWF
&n Search a s (@) ; ; ;
e ean upport~ | (/) Demo User ~ Welcome! You can raise a European Weather Cloud request from the options provided.
Provisioning Library Infrastructure acky 2
[SUPPORT PORTAL - EUROPEAN WEATHER CLOUD What do you need help with?
d Dashboard Reports 5% Costing Approvals
ISearch Q
ECMWF SERVICE STATUS
¢ FAVORITES Search help
INSTANCE TYPE ADDRESS
my-new-vm Rocky 136.156.132.135 2) General question
—4-  Get assistance for general questions.
@ Request access
Request access to the European Weather Cloud
£ INSTANCE STATUS £ INSTANCES BY CLOUD £ DAILY CLOUD INSTANCES
Month & Report a problem
2 Report a problem in the European Weather Cloud
16
1 1 e
Instances clouds 8
J’:‘ 19 920 921 922 9/23 994 925

https:/ /jira.ecmwf.int/servicedesk/customer/portal/9

EUROPEAN WEATHER CLOUD
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https://jira.ecmwf.int/servicedesk/customer/portal/9

EWC Accounting

The Accounting service provides a cross-cloud Kl . Fie zeps, conien, ana mere, B Bcor
overview of resource usage of the tenancies. = @ (oo TGt - e shere - Glne
[¥) ~ Search KaL & ~ Sep 19, 2023 @ 00:00:00.000 = now C Refresh
A web GUI provides metrics, time series, graphs, © | tenantName Xeyword: ms-nmhs-sandbox x || feederee.keyword: ecrwt x | + Ad filter
and dashboards displaying the accounting o ®
information. 5 1 6 72 115.6GB 1 1TB
Accounted resources include: e of VCPUUsage oo R Bl eage 2
= Virtual Machines = N Vmc“ wre—
= VCPU Instance name v #VCPU - RAM ~ Block Storage ~ vGPUusage -
= Memory N— 34.984 =
* Local Disks R Total Price (EWCU) ~ vmésapp " 808 w68 o

" Object Storage (83) vm4sapp2 4 8GB 4068 no

Consumption (EWCU)

. VGPU usage cnv551-master 2 4GB 20GB no
§ 1;2; ® Remaining budget [EWCU] 74.25% envesTwerkerd : e 200 "
Eg- sox  ® Consumption [EWCU]  25.75% cnv551-worker-2 2 4GB 20GB no
g' ’U“ o cnv551-worker-3 2 4GB 20GB no
A billing unit is adopted as virtual currency for the § o consale-test ? e e
accounting of the consumed cloud resources. S S =
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EWC Discussion Platform: Rocketchat

(© NEASNCUNCIERNVR ol  general ¥ C 0Q@e sQe

Channels

4 European Weather Cloud User Workshop - 26 September 2023

hi ! We are pleased to announce the registration to the new edition of the European Weather Cloud User Workshop is
open! The event will be completely virtual on 26 September 2023.

We will cover new aspects of the EWC and different ways to benefit from it as we enter the operational phase. We will also
give the floor to current users with interesting use cases and discuss the plans for the future evolution of the EWC. We will
combine presentations from ECMWF, EUMETSAT, and EWC Users, as well as interactive sessions for discussions, feedback,
and exchange of ideas.

You may find the agenda and additional details here: https://events.ecmwf.int/event/360/

The workshop is organised jointly by ECMWF and EUMETSAT and is open to their Member and Co-operating States. If you
meet the attendance criteria and would like to participate, we would kindly ask you to complete the registration form (
https://events.ecmwf.int/event/360/registrations/226/ ) before 19 September.

We would also like to take this opportunity to ask you for a few minutes of your time to help us to shape the training
offering for the European Weather Cloud by participating to the following survey:

Rocketchat

Customizable communication platform
hosted on EWC

Secure and compliant to standards (e.qg.
E2E encryption, GDPR)

Open Source

/ Installation

 Mobhile

\_

 Web based
« Desktop App

Unlimited history of discussion

Not an official support tool!! -> JIRA
ticket or support email

It's a pilot ->review process in place

EUROPEAN WEATHER CLOUD
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EWC Discussion Platform: Rocketchat

All Member States developers can self-register (based on email domain):
https://chat.europeanweather.cloud

External users can't self-register but can be invited. They need to be accepted by admins.

What channels are featured? What Can | do here?

#general

#peer-support

#random

EUROPEAN WEATHER CLOUD

CLOUD COMPUTING-BASED INFRASTRUCTURE, FOCUS| ED
ONTHE NEEDS OF THE METEOROLOGICAL COMMUNITY

Learn about any news, updates from EWC community
Share interesting article/topics for the community
Discuss tools/solution you are using that could benefit the

community

#community-support channel, if you are encountering issues
with any tools or need recommendations on some technology
or solution, you can ask the community

#off-topic channel to share pictures, meme, anything to chill
with the community

SECMWE @ EUMETSAT


https://chat.europeanweather.cloud

Feedback

( aas N
& éu;;pean Weather Cloud
P o et o ...via Su ppo rt Portal
e 4| (https://jira.ecmwf.int/plugins/serviet/desk/portal/9)
D .
& e ; ) or

... via Discussion Platform
( https://chat.europeanweather.cloud)

Get in contact for feedback or
contributions ...

or
S ... via Knowledge Base itself
(https://confluence.ecmwf.int/x/6J83Cq)

y
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https://jira.ecmwf.int/plugins/servlet/desk/portal/9
https://chat.europeanweather.cloud/
https://confluence.ecmwf.int/x/6J83Cg

EWC Features roadmap and software marketplace

@ During the pilot @ Acentralised repository @ EUMETCast Terrestrial will @ Kuberneles (K8s) is an open-source @ Serverless (aka.
phase, clear for container images be modified so that EWC system for automating/orchestrating function-as-a-service,
requirement users can host their own deployment, scaling, and management of FaaS) is a modern way
1 @ Needed to deploy ) ) . e = .
indicated for Fully containerized Tellicast client to receive containerized applications to build event-hased
E:ﬁ:gfﬂ%{aﬂ?m applications NRT data in EWC @ Many tenants across ECMWF and applications
-------------------- : ' Status: EUMETSAT are using Kubernetes as et T

Status @ Currently running a ! ' : their container orchestrator ' Not started ;
! : | Not start .

In beta usage
T ' @ Central platform for hosting other services

such as GIT and Container registry

In beta usage i prototype for the
A self-hosted Harbor

Status:
Mot started

DNS GIT Container EUMETCast  IAM K8s HTC Batch Serverless
registry Terrestrial Engine Processing

. Requested by few tenants ® A Single Sign On (550) and |d9ﬁtlly _ _ _
Under during the pilot phase and Access Management (IAM) is @ High-throughput computing (HTC) engine
development ) - desirable to be integrated with all providing users a way to manage

Possible platform for the other services distributed computing in the cluster
O Software Marketplace

Currently running a prﬂtnlype . Most feasible solution will be . Currently a pI‘DTO-Iy'pE template dEUEleEd
Planned - ' initi and used by CM SAF. Plans to develop the

for the self-hosted GitLab evaluated in the initial study. The u v P
T implementation is foreseen to version to centrally managed version
R Status happen in phases.
Considered n progress ® | Stalus: ®

i Mot startad ]
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Software Marketplace

 Contributions, maintenance and application support
based

mainly on the community contributions—> E&E support for
onboarding users and maintaining assets

« Examples of possible marketplace offering:
— Web Map Service (WMS) on ECMWF forecast data

Place to share and collaborate

Domain-specific applications blueprints, templates,
algorithms, documentation, etc.

Data
tailor

Infrastructure-as-a-code assets

To be realised in one primary GIT repository with auxiliary
channels

openstack.

— Backend services for forecaster workstation/web services (e.g
GeoWeb)

— Notebook environment on ML data analytics on archive or
forecast data

EUROPEAN WEATHER CLOUD P
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Thank you for your attention!
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